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Create an Employee Benefit Plan that Attracts New 
Employees and Retains and Motivates Current Staff

As a business owner, you probably understand that attracting and retaining talented 
employees is important to your company. Your employees are the life-blood of your 
business, and in order for them to be as productive and committed to their work as 
possible, you need to keep them satisfied. 

It is easy to understand how things like the work environment you have fostered 
and the core values your company stands for can be selling points for potential 
employees, or how employees are attracted to competitive salaries, among other 
things. What you might not be aware of, though, is the importance of an employee 
benefit plan (EBP) in attracting and retaining workers. In fact, according to a recent 
study highlighted in Forbes, “increased recruitment competition” has created 
conditions where “organizations must leverage the benefits package they offer to 
their employees” in order to find the best talent.

Below is a quick explanation of EBPs and why they are important to a business, 
followed by a guide that will help small to medium-sized business owners develop 
competitive EBPs of their own. 

What is an employee benefit plan?
Put simply, employee benefits are any compensation that employees receive for 
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Continued from page 1-Create an Employee Benefit Plan that Attracts New Employees...
working that does not include their normal salary or pay. These benefits can comprise a range of 
services and provisions, but they are most easily understood as falling into 1 of 3 broad categories: 

•	 Health	coverage	plans.	Among	the	benefits	you	can	offer	your	employees,	health	coverage	
is possibly the most important: One recent study, in fact, found that “over half of employees have 
said health insurance is the most important benefit that impacts their job satisfaction.”

A health insurance plan is a way to offer employees protection from the costs that a hospital visit 
or	surgery	might	mean.	Health	insurance	is	a	complex	subject	which	requires	expertise,	however,	
and it is governed by specific laws and regulations. Especially if you are a small or medium-sized 
business, talking to an expert in health insurance plans for employers is recommended when 
crafting a health coverage plan for your employees. 

•	 Ancillary	health	and	disability	coverage.	Things	like	dental,	vision	and	life	insurance	fall	
under this category of benefits. These kinds of insurance cover less frequently needed types of 
care, like a biannual visit to the dentist or a yearly eye exam. Nevertheless, ancillary health coverage 
is important, as the costs of dental and vision care can be prohibitively high for employees. When 
evaluating health benefits plans, prospective employees will certainly be aware of the ancillary 
insurance you offer. A comprehensive EBP also usually involves disability insurance, which is a 
benefit that can provide employees peace of mind should they be injured at work.

•	 Retirement	plans,	paid	time	off,	and	other	benefits.	You	are	probably	aware	of	what	a	
retirement plan is and what paid time off means. It is important for employees to feel secure in 
their jobs and incentivized to continue working, and these 2 kinds of benefits help provide that 
security. 

Employee benefits can include a range of things in addition to those mentioned 
here. A gym membership you offer to employees would be considered a benefit, 
for instance, as would contributions you make toward an employee’s student 
loans.  

Why should you prioritize creating an attractive EBP?  
Now that you know what an EBP is, you may be wondering why you should bother offering one 
to your employees. In simplest terms, you should: Offering an attractive EBP is one of the most 
effective ways for your business to recruit and retain talented employees, among other advantages 
it	represents.	Here	are	3	reasons	why:	

•	 Boost	employee	morale.	As	the	adage	goes,	a	happy	employee	is	a	productive	one	--	
and offering an attractive EBP is one of the best ways that you can keep your employees happy. 
According	to	a	study	from	the	Harvard	Business	Review,	about	80%	of	surveyed	employees	said	
that they would choose an upgraded benefits package over an increase in salary, in fact. 

Generous benefits will show your employees that you care about their well-being, and that you 
understand their needs outside of a basic salary. A retirement package is a powerful incentive for 
an employee to remain with your company, for example, and a simple perk like child care support 
can make a world of difference to an employee’s attitude and morale. 

•	 Attract	top	talent.	What	do	prospective	employees	look	for	when	deciding	where	to	make	
a	career?	Recent	research	has	shown	that,	more	so	than	even	salary,	prospects	are	concerned	with	
the	benefits	they	will	receive	--	a	2016	Glassdoor	study	found	that	60%	of	employees	consider	
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Continued from page 2-Create an Employee Benefit Plan that Attracts New Employees...

benefits a “major factor” in whether they accept a job. 

Put simply, you want the most talented employees working for you, and one of the best ways to 
attract them is by offering a generous benefits package.

•	 Stand	out	from	the	crowd.	As	a	small	business	owner,	you	certainly	aren’t	able	to	offer	
the	salary	incentives	that	a	Fortune	500	company	can	--	but	that	doesn’t	mean	you	should	resign	
yourself to running a less attractive workplace than those companies. One way to stand out from 
the competition is with your benefits package. An appealing EBP will not only help you stand out 
in your own market, but it might allow you to steal a top recruit from a much larger company -- 
EBPs are simply that important to prospective employees. 

Health benefits and legal compliance 
Apart from the other advantages that an EBP offers your business, you need to be sure that your 
package is in compliance with state and federal law. Companies who don’t comply with laws like 
the Affordable Care Act can face fines or other penalties, like an audit by the Department of Labor.

Since	health	insurance	laws	are	complex,	consider	contacting	an	expert	in	employee	benefits	for	
help. An expert will ensure you are offering health benefits in compliance with the law and at the 
lowest possible cost.

An attractive EBP doesn’t have to break the bank
As a small or medium-sized business owner, you may be thinking that the benefits of an EBP are 
well and good, but they aren’t affordable for a company like yours. This simply is not true. Not only 
will offering at attractive EBP save you costs in the long run by improving your employee retention 
and making your recruitment efforts more profitable, but the changing business landscape has 
made offering a benefits package affordable for even small businesses. You shouldn’t let the size 
of your company stop you from reaping the benefits of an attractive EBP.

ABM Insurance & Benefits can help 
So,	now	you	understand	the	importance	of	your	employee	benefit	package:	It	is	a	major	factor	in	
attracting and retaining talented employees, and it helps you stand out from your competition, 
among other things. Moreover, the health insurance benefits you offer are governed by laws and 
regulations	you	need	to	be	sure	you	are	complying	with.	Give	us	a	call	at	281-448-3040	and	speak	
to a commercial representative today!

Employees are expecting virtual care benefits
By		Amanda	Schiavo

As employers review their benefit offerings for this year’s open enrollment, virtual care will be 
taking center stage to help employees navigate their health and wellness needs.

Forty-three	percent	of	employers	expanded	their	telehealth	offerings	in	2020	in	response	to	the	
challenges	created	by	COVID-19,	according	to	research	from	the	Society	for	Human	Resource	
Management. As the healthcare landscape continues to evolve, employers will seek new virtual 
ways to provide employees with quality care that won’t hurt their bottom line.

“Technology has significantly improved since the beginning of the pandemic, making it easier than 
ever	to	conduct	quality	virtual	care	visits,”	says	Darryl	Baker,	the	chief	financial	officer	for	Redirect	
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Meet our Groups Coordinator/Senior 
Account Executive

Michelle Vincent

Michelle has worked in the Employee Benefits Industry for 
several years handling enrollments for large employer groups. 
She	is	very	detailed	oriented	with	the	“Can	Do”	attitude	our	
clients expect from our organization.

Health,	a	company	that	helps	businesses	create	self-funded	health	plans.	“Virtual	is	something	
that most consumers now embrace and even expect as a component of their healthcare journey.”
Utilization	of	telehealth	services	is	currently	38	times	higher	than	it	was	pre-pandemic,	according	
to research from Mckinsey & Company. Additionally, virtual health plans have grown from just 
one	in	2019	to	at	least	eight	in	2020.	These	plans	typically	offer	lower	premiums	and	greater	
convenience, making them an attractive option for employers.

While employers reap the rewards of lower premiums and costs, employees can take comfort 
in the knowledge that virtual care won’t rake them over the coals in unnecessary medical costs. 
About	70%	of	a	patient’s	medical	complaints	don’t	require	an	in-person	doctor	visit,	according	to	
the American Medical Association, and can be handled virtually. By eliminating unnecessary office 
visits, telemedicine can save employees an expensive copay and reduce the claim costs to the 
employer’s group healthcare plan.

“The insurer is all too happy with the employee running all over town getting all kinds of 
unnecessary	medical	care,”	Baker	says.	“But	the	reality	is	the	employer	is	paying	for	all	that.	So	if	
you can manage that utilization at the right time, at the right place, and at the right cost, you can 
drive the overall cost of that solution down for the entire business.”
 
Employers can boost utilization by incentivizing the use of telemedicine through bonuses, or 
provide services like virtual consultations, Baker says. This encourages active participation in 
their health plans.  “Under a traditional healthcare model, you hand an employee an insurance 
card and say ‘this is in network and this is out of network’ and you basically just turn it over to the 
employee,” Baker says. “Instead, employees can reach out to someone virtually to ask a question to 
gain confidence in their decision making.”

As employers work to deepen their employees’ understanding of the value of virtual healthcare 
benefits, their prevalence within benefits offerings will only grow. Baker sees a significant 
acceleration	in	virtual	care	in	2022,	especially	as	the	workplace	continues	to	attract	younger,	tech-
savvy employees who prefer a virtual first approach to most aspects of their lives.
“There’s	a	demographic	element	to	all	this,”	Baker	says.	“People	50	and	older	were	ingrained	in	
this old way of thinking about healthcare, but as the experience with virtual technology shifts, 
and as the workplace population skews younger, we’re moving into an era where more people 
are comfortable with technology and more comfortable with the concept of going virtual. That’s 
going to be just a huge catalyst moving forward as well.”

Continued from page 3-Employees are expecting virtual care benefits
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ABM Weird Facts
The entire world’s population could fit inside Los Angeles.

The world’s total population is more than 7.5 billion. And obviously, that number sounds 
huge.	However,	it	might	feel	a	little	more	manageable	once	you	learn	that	if	every	single	one	
of	those	people	stood	shoulder-to-shoulder,	they	could	all	fit	within	the	500	square	miles	of	
Los Angeles, according to National Geographic.

Understanding Ransomware and Why Experts Call for Multi-
Pronged Response By Frank Bajak

Political	hand-wringing	in	Washington	over	Russia’s	
hacking of federal agencies and interference in 
U.S.	politics	has	mostly	overshadowed	a	worsening	
digital scourge with a far broader wallop: crippling 
and dispiriting extortionary ransomware attacks by 
cybercriminal mafias that mostly operate in foreign safe 
havens out of the reach of Western law enforcement.

Stricken	in	the	United	States	alone	last	year	were	more	than	100	federal,	state	and	municipal	
agencies,	upwards	of	500	health	care	centers,	1,680	educational	institutions	and	untold	thousands	
of businesses, according to the cybersecurity firm Emsisoft. Dollar losses are in the tens of billions. 
Accurate numbers are elusive. Many victims shun reporting, fearing the reputational blight.

All the while, ransomware gangsters have become more brazen and cocky as they put more and more 
lives and livelihoods at risk. In late April, one syndicate threatened to make available to local criminal 
gangs data they say they stole from the Washington, D.C., metro police on informants. Another 
recently	offered	to	share	data	purloined	from	corporate	victims	with	Wall	Street	inside	traders.	
Cybercriminals have even reached out directly to people whose personal info was harvested from 
third parties to pressure victims to pay up.

“In general, the ransomware actors have gotten more bold and more ruthless,” said Allan Liska, an 
analyst	with	the	cybersecurity	firm	Recorded	Future.

The	U.S.	government	now	deems	ransomware	a	national	security	threat.	The	Department	of	Justice	
has just created a task force to tackle it.

Last month, a public-private task force including Microsoft, Amazon, the National Governors 
Association,	the	FBI,	Secret	Service	and	Britain	and	Canada’s	elite	crime	agencies	delivered	to	
the	White	House	an	81-page	urgent	action	plan	for	an	aggressive	and	comprehensive	whole-of-
government	assault	on	ransomware,	with	Homeland	Security	Secretary	Alejandro	Mayorkas	set	to	
accompany them for a formal online launch.

How Does It Work?
The	criminal	syndicates	that	dominate	the	ransomware	business	are	mostly	Russian-speaking	and	
operate	with	near	impunity	out	of	Russia	and	allied	countries.	They	are	a	continuation	and	refinement	
— ransomware was barely a blip three years ago — of more than two decades of cyber-thieving that 
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Continued from page 5-Understanding Ransomware and Why Experts...
spammed, stole credit cards and identities and emptied bank accounts.

The syndicates have grown in sophistication and skill, leveraging dark web forums to organize 
and recruit while hiding their identities and movements with tools like the Tor browser and 
cryptocurrencies that make payments — and their laundering — harder to track.

Ransomware	scrambles	a	victim	organization’s	data	with	encryption.	The	criminals	leave	
instructions on infected computers for how to negotiate ransom payments and, once paid, 
provide software decryption keys.

Last year, ransomware crooks expanded into data-theft blackmail. Before triggering encryption, 
they quietly exfiltrate sensitive files and threaten to expose them publicly unless ransoms are 
paid. Victims who diligently backed up their networks as a hedge against ransomware now had 
to	think	twice	about	refusing	to	pay.	At	the	end	of	2019,	only	one	ransomware	group	had	an	
extortion site online that would publish such files. Now more than two dozen do.

Victims who refuse to pay can incur costs that far exceed the ransoms they might have 
negotiated.	It	happened	recently	to	the	University	of	Vermont	Health	Network.	It	suffered	an	
estimated	$1.5	million	a	day	in	losses	in	the	two	months	it	took	to	recover.	More	than	5,000	
hospital computers, their data scrambled into gibberish, had to be wiped clean and reconstituted 
from backed-up data.

The	University	of	California-San	Francisco,	heavily	involved	in	COVID-19	research,	barely	hesitated	
before	paying.	It	gave	the	criminals	$1.1	million	last	June.	Manufacturers	have	been	especially	
hard-hit	this	year,	with	ransoms	of	$50	million	demanded	of	computer	makers	Acer	and	Quanta,	a	
major supplier of Apple laptops.

How Are These Criminals Organized?
Some	top	ransomware	criminals	fancy	themselves	software	service	professionals.	They	take	pride	
in their “customer service,” providing “help desks” that assist paying victims in file decryption. And 
they tend to keep their word. They have brands to protect, after all.

“If they stick to their promises, future victims will be encouraged to pay up,” Maurits Lucas, director 
of	intelligence	solutions	at	the	cybersecurity	firm	Intel471,	told	a	webinar	earlier	this	year.	“As	a	
victim you actually know their reputation.”

The business tends to be compartmentalized. An affiliate will identify, map out and infect targets, 
choose victims and deploy ransomware that is typically “rented” from a ransomware-as-a-service 
provider. The provider gets a cut of the payout, the affiliate normally taking more than three-
quarters. Other subcontractors may also get a slice.

That can include the authors of the malware used to break into victim networks and the people 
running the so-called “bulletproof domains” behind which the ransomware gangs hide their 
“command-and-control” servers.

Those servers manage the remote sowing of malware and data extraction ahead of activation, a 
stealthy process that can take weeks.

Why Do Ransoms Keep Climbing? How Can They Be Stopped?
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Continued from page 6-Understanding Ransomware and Why Experts...
In the report, the task force says it would be wrong to try to ban ransom payments, largely 
because “ransomware attackers continue to find sectors and elements of society that are woefully 
underprepared for this style of attack.”

The task force recognizes that paying up can be the only way for an afflicted business to avoid 
bankruptcy. Worse, the sophisticated cybercriminals often have done their research and know a 
victim’s cybersecurity insurance coverage limit. They’ve been known to mention it in negotiations.
That	degree	of	criminal	savvy	helped	drive	average	ransom	payments	to	more	than	$310,000	last	year,	
up	171%	from	2019,	according	to	Palo	Alto	Networks,	a	task	force	member.

Not	surprisingly,	the	still-young	cyber-insurance	industry	is	reeling.	Premiums	have	gone	up	by	50%	
to	100%	in	the	past	year	as	ransomware	became	the	No.	1	claim,	said	Michael	Phillips,	chief	claims	
officer	of	Resilience	Insurance	and	a	co-chair	of	the	task	force.
On	average,	cyber-insurance	claim	payouts	can	now	exceed	70%	of	what	is	paid	in	premiums	—	
prompting some insurers to drop this type of insurance altogether, industry reports show.
The multi-pronged response to ransomware proposed by the task force will require the kind of 
concerted diplomatic, legal and law enforcement cooperation with key allies that the Trump 
administration shunned, displacing what the authors call the current “uncoordinated, disjointed” 
response.

“There	is	no	silver	bullet,	but	if	we’re	going	to	shift	the	trajectory	of	this	type	of	attack	the	U.S.	
government	has	got	to	get	at	this	with	some	speed,”	said	task	force	co-chair	Philip	Reiner,	CEO	of	the	
nonprofit	Institute	for	Security	and	Technology.

Ransomware	developers	and	their	affiliates	should	be	named	and	shamed	(they	are	not	always	
easy to identify) and regimes that enable them punished with sanctions, the report urges. It calls 
for mandatory disclosure of ransom payments and a federal “response fund” to provide financial 
assistance to victims — in hopes that, in many cases, it will prevent them from paying ransoms. And it 
wants stricter regulation of cryptocurrency markets to make it more difficult for criminals to launder 
ransomware proceeds.

The	task	force	also	calls	for	something	potentially	controversial:	amending	the	U.S.	Computer	Fraud	
and Abuse Act to let private industry actively block or limit online criminal activity, including of 
botnets, the networks of hijacked zombie computers that ransomware criminals use to sow infections.
The odds of successfully stifling ransomware are high, the report’s authors acknowledge: “The old 
adage that a cybercriminal only has to be lucky once, while a defender has to be lucky every minute of 
every day, has never been more true.”

ABM Weird Facts

The world’s most densely populated island is the size of two soccer fields.

Santa	Cruz	del	Islote	in	the	Archipelago	of	San	Bernardo	off	the	coast	of	Colombia	may	only	
be about the size of two soccer fields (two acres), but the artificial island has four main streets 
and	10	neighborhoods.	Five	hundred	people	live	on	the	island	in	around	155	houses.	With	
so many people packed into such a small space, it’s the most densely populated island in the 
world.
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I love working with Michelle at ABM!  Always helpful and 
knowledgeable of current changes in the insurance business.   A true 
problem solver with a variety of carriers.  I have been doing business 
with ABM for 5 years.  Never a bad experience.  She makes sure our 
insurance needs are met and taken care of.
       - Erica M.

360	solutions	a	new	a	la	carte	platform	
providing various services, such as:

•	 Payroll
•	 HR	web	portal
•	 Worker’s Comp.
•	 401K	admin
•	 Expenses	1099’s
•	 Time/Labor Management and much more!
Call	us	at	1-800-362-2809	for	more	information.

ABM 360

www.ABM360solutions.com
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Call Mike our specialist in cyber 
liability Insurance to make sure 
you have the coverage you 
need! Contact Mike 
Alexander	Jr.	at	
1-800-362-2809	

Protect Your Assets & Property with Cyber 
Liability Insurance!

IN THIS ISSUE: 

Create an Employee Benefit Plan 
that Attracts New Employees and 
Retains and Motivates Current 
Staff   Pg1-4

Mike’s Notes  Pg 2
 
Meet our Representative... 
   Pg 4 

ABM Weird facts   Pg 5, 7

Understanding Ransomware 
and Why Experts Call for Multi-
Pronged Response Pg 5-7
 
Cyber Liability Insurance Pg 8

ABM 360  Pg 8


